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2. Infrastructure
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3. Authentication
¯_îvS
­
jy¤¹I¨£OÁ£OyºUg\»£OO£gjv¶T¿MjvgS$
§
gS
 g_PvjS
µﬁ§y¦
\>
©
¯_,v@£g
§
#£
§
O
õ8µ
>¯
ö
¦
vgS

§
£OyP
£OjS£gjvð
©
@£g
¬
£g$£êOPjjSêvðüU·
Þ

¬
£@
£g;  S@£O¨ÄsP£OSﬀjO
§
S
¦ª©
î¿MS@£O¨ÄsP£OíÀ
§
£OyvO£
©
õ
¿RÀ
ö
jv$¤W¹I¨£Oﬀv
©ª¬Q¬
P£gOjdS$ 
©
­
£gjv
§
@jy¤
­
§$¦
\
$
­
gj«£OTv
©
S®7wyQ
§
£OyP
£OjS£gjv
­
gv£g m£Oy
@Sg«Pf\W
¬
­
j
¬
S£OS»£W£gyﬀ
­y­
jjS£OjP«P.¶£O
§

Pj
¬
j$£O$¤°£gy±ySSÝvÚ
§
@£g
¬
@;
§
O¨£
©
j
©
Pfv
£gyTPjP
£7gjyv®
¯Dvﬀìyìú.S$ 
©
­
£g;Pvy$S#£O±j
§
gS[£Oyh jjP
£ 
 S@£O¨Ä¥S£Okj
­
O«
\;h£OT£OygPO«vSﬁv
­
g£)£g$ 
yS £gjvêyP¤£Oj£gjvé@£Ov¤v®lwyWÀ
­
v,yf@Sg«P
­
vOgS
£gy\kj
¬
£O[£gW£OyQ¿M\OP$kj
©
P;®Rwy\k\I£OyhP
%
§
£>v
¦
O¹kgPg
¦
@;± jS
£O>¹Iy\,éjê¤vP$P,5$2«v
ﬀ¹RPjkS«vPj
­
SÝ jS
£@_@\
µ
>¯TgS
§
g£
©
jO0£O
§
#
£
§
Ov® ¯_Á£Oy\±Pvgé£gyÚ
§
£gyS£OjS£Oî@£g
­
j jy£g
£OS
¦ª©
Pvjjy¤Á£Oy Û
µ
¿
¬
 £Oy å	 æﬀ;áﬁﬃﬂæç! #"$
¹I¨£O yºO¤
§y¬
S£,P®³À
§
@SY@;ggjv¯
ß
jg;ô
§
S@£gS
¦ª©
£OyPjP
£
¦
©
g £g£gjy¤T£Oy&%('ﬂ()*vè+ +()
èﬀﬂ2á+dP
ª
«
§
ljé£gy
¬
SOgv¤vh$SvyPU£ge£gyfOSô
§
;0£OSxgSO@jv
¯
ß
¶v$hg £g£gjy¤U£gy,%('ﬂ()*vè+ ä!ﬂ!-/.yâ()ã7PªvªR«
§
M£g
0*1ﬀ243!5(6-1
®?¿MjvgS$Ug;
­
v¥y
¦
©
O £
§
Oy$¤e£O>¹Iê Pg
£gÄ¥P£gIv5¹RPjyv5£ 
­
g£N$£OykgSO@jvT¯
ß
P$PªySQv
ÚÛ
µ
¿íOS
­
v$gv®e¯_º
§y¦
@;ô
§
P
£Tg;ô
§
S@£O>£OyYPjP
£
¬h§
@£k@P£M£Oy7%('(ﬂ()ﬀvè+ ä!ﬂ!/.$â()ãT£Oh£OyjIgPO«vSMgSO@jv
¯
ß
®
àRg¹kgP,m¹Ijj$
§
£O
¬
£OjSj
©
@S$l£gy;@7Pªvªw«
§
Swj±
§$¦
@;ô
§
P
£kOSô
§
S@£OS®
¯_T£gywP@ﬁv¥
§
yP$P
©
­
£OSl v$yS £gjv¶2v57PjP
£
y£7
¦
j>£ggP$£ 7 S@£O¨ÄsP£Odv
­
v@£Iv£Oyh yy;#
£gjvx$P¤vv£g\£O
­
$vgv¶$£gyfgSO@jv[¯
ß
$±PjP
£> Pg
£gÄ¥P£g
¬h§
0£
¦
dgP
£
§
@jy¤Wv£g$
§
@Sg$
¬
Uv$
­
g@
¹MOj £gyx£gyê²7I
µ÷¦
@\x
§
£gyS£OjS£O$SvyP
ª«vª$¤W£gy8 å æﬀ2áﬁ9ﬂæ
ç:";$
¬
 £Oy?®>wyQgPO«vSkO 

­
v¥yk¹I£gﬀY\@£7
õ
&
ö
£OU S@£O¨ÄsP£Ov¶
õ
¸
ö
£gyQ@Sg«P
@;ggjv[¯
ß
S$ 
©
­
£g;
§
@jy¤W£Oy
§
@S 
­
§y¦
\dv
©
¶s$
õ
ò
ö
£OyQPjP
£>@;ggx¯
ß
P$P
©
­
£OS
§
@jy¤£Oyf@Sg«P< 
­
O«£OM
©
®wy\5P$
§
OSm£g$£Ny
©
@
¬
SvyM
­

ggS@
gjvYv£g$>PjP
£< 
­
Oj«2£gUv © P\gP«vPM£g$>gPO«vS
gSOgU¯ ß ¶2$dvjgI£g¥£m£OyMgPO«vS?jj
­

ggSOgUvy
­
gj«£g7v ©Q¬ £,,y$¤d£gyU S@£O¨Ä¥S£O7@S
£Mv õ
&
ö
 ¦ «v®
¯_e §y¦ @;ô § P
£ROSô § ;0£,£OyUPjP
£I@$ § \g £R£gy> jS
£
gSOgl¯ ß v § gPO$ ¬ ¶v¥W@Sg«PﬁgSO@jvQ¯ ß 
­
vO@
¹Rv,j£gyT²I µ¦ vgj> § £gyS
£g\P£Oe$SvyP;®
Ü$Pº£g$j° S@£O¨ÄsP£OÝv$ígSO@jví¯ ß P¾,¥y¤ºj
P ¬
­
j £OS?¶ ¦ v£g[£g$h jS
£$[gPO«vSk Pg£gÄ¥S£g;kPv
¦ ﬁ«PO¨Ä$;v¤v$@£?£g$
­
§y¦ j\  © 2«j\ ¦ j¿RÀº S@£O¨Ä¥S£O
,¥j¶ªy¹Ijy¤[£O$£T£Oyv£gyS
­
v@£ © jh
­
O@;ggjv
v5 ¬ £,,y$¤
­
gj«£gd © ®
4. Authorization
À § £gygj¼S£gjvºv jS
£Oh£g°vPPSOlgPO«vShOSg § , ;
õ
ª«vª$¤
¬
P£gyyS¶
PPSO@jy¤>Ä$jSP£Ov®
ö
\ﬁv$k¹I¨£Oyj
£OyT,
¬
S¹MgeﬁyjP,,,y\Pv>=7j@£
§
ﬁÜg¤
yj¼S£gjv
õ
=Ü
ö
¹I£g
¬

¬h¦
P,
§
$jô
§
S
©
\P
£gÄ$;
¦ª©
£OyPj
ß
\0
£O$¤
§
\@$S@?
¬
S
õ%ß
?7
ö
\g
§
;
¦ª©
£Oy>¿RÀM
­
v@£R
v?ü>·
Þ(
PPg£gÄ¥P£gSS®
4.1. Virtual Organization
´,î¿M\OP$@Sg«Pe$@£Ov$ 
¬
$v¤v;e£gOPP.j
=Üø0£O
§
#£
§
g¶5d@y¹I°jÚÅj¤
§
gò$¶mO
v£g;ﬀjº[\@£
v)
¬
$j@£g,£Ov,P®5wyj¤vO
§
­
¶$
¬
;Aﬂ
ãáCB;è	¶\
­

­

§
j£gS»@£O£g\Pv
©
O
¬
«
§
S
­
O«
\; »£OyégPO«vS
PvÄ¥¤
§
,£OéÄ¥vº;v,ºgPO«vSTg;0£,g£S®êwyYjj@£f
¤g
§
­
¬

¬h¦
P,T\hSv,y;°ºﬀy£,
¦
@x
¸
¢D¶vT\hv
=Ü÷
¬
£gjv®hw$Aﬂ
ãáCBSè+f¤vO
§
­
j>
§
£gygj¼P;±£O
Pg;£OUv$[Pj £Od¤vO
§
­
w£Iv?jP«P\P®
´,>¤vO
§
­
Pv$gj@£Omª£0¹Rk\@£O
ß
?v£Oy¤g
§
­
¬

¬h¦
P,7¥±v
¬
jyj@£g,£Ov,IOS
­
;#£gj«vS
©
®kUg
§
­
vª
¬
jy\0£OO£gv,dO
§
£gygj¼P;ﬀ£Oﬀv$Ú$ÚSP£g¤g
§
­
¬

¬h¦
P,P¶é¹RPjv°¤g
§
­
°£Új¹MS°S«vP\S® w$
¤g
§
­
0£O
§
 £
§
O±\yjP,,,y\P
¦
SS
§
g±¤vO
§
­
¬

¬

¦
P,Nsyj¤vySS«vP¤g
§
­
5OI
§
£O
¬
£OjSj
©d¬

¬l¦
SO
vj¹MSwS«vP?¤g
§
­
Rje£OyTO
¬

¦
Ov$,®
wyw ¾y
¬
­
IjWÅj¤
§
gIò>
¬
$0£OO£g;5£gyw£O
­
DS«vS
¤g
§
­
ED)¶
0
¶
$8F¥¶¹I¨£OYgS $fjP«vS¥¤g
§
­
EDGﬁ;H¶DGﬁﬃ ¥¶
v$IDJﬁﬃK¥®
À
¬
vOk $ O £OI ¾y
¬
­
j
¬
¤£
¦
I£OT Ä$$k¤vO
§
­

FL
5
¶MDªæ!'(ﬂ!¶CNO*F(P?¶5v$QD!'ﬀB%¥¶£OyPÚf¿Rëﬀì?¶m£Oﬀ 
Ä¥yRFL
5
ﬁTS
5
Ds¶EFL
5
ﬁUF
6-1-V
¶#FL
5
ﬁTS*W)¶EFL
5
ﬁ9X*()á	ﬂvèå)®ÀR£
£Oy[£g$,S«vP.¶Rvy
¬
¤
£Y Ä$$RF(L
5
ﬁTS
5
DGﬁ9F*ﬂ*'æﬀ!%2ç?¶
FL
5
ﬁTS
5
DGﬁTSﬀY-Ns¶ZFL
5
ﬁTS
5
DGﬁ[Y
V
D*Ns®>ëﬀ$v¤v
¬
S£ÝvÝ£gy
\£g£gS£OyOPR¤vO
§
­

¬

©
£gyS
¦
IPjP¤
£OSd£OU£gywj$0£O¨
£
§
£g;w£g$
¬
@S«SS¶ª£gySg
¦ª©

¬
­
j
¬
S£O$¤Qyj@£gO
¦$§
£g;
£O
§
0£
¬
PN£O$£T$>¹RP
¬
j
£gS$$Pl«POySxv
¹RPjﬁv
¦
Sy¤
¬
gWO
­
OSgP
£,£gj«vQR£g$g;g¤
y
¼;£O$?@£g
§
#£
§
g®
À7  
§
g£g$P 
­
£g
¬
j¼S£gjv¶Ý£g$ ySOvO,$jSê

¬
£gjvíjí£Oy
ß
?7
¬

©
\@
¦

§
gSí£g Ä$$
¬

¬h¦
P,@y
­
¶ g £O$£ýy
©
£Oy jy£g\@j¤vyÄ¥S
£
­
g£³°£gy
ß
? yP; £g
¦
 
­
; Ä$S?®
ß
?7îO
@£g
§
 £
§
OS £gý$P
§
íjv
¬
£gjv  £gyð 
§
£O
©
þ ß@\	
 
		ﬀ ﬁﬃﬂ  !#"$ﬂ%
ò
Æ)ÇﬃÈ;ÉvÊ0Ë^]vÍMÎ¨ÓPÊ0Ë:_vÇ4Ê_Ö0É
Ó!`SÊ0È2Ó;
Çba#Ó Ö0Çc`Y×Ç¨ÓSÈPÊ@ÓSØfÙ
õ
¿
ö
¶º0£,£ged
­
O«ª¥ 
õ
ì
ö
¶°jªSj¨£
©
d £
© õ
ú
ö
¶êg¤

yj¼S£O
õ
Ü
ö
¶Úg¤
yj¼S£gjv$v
§
$¨£
õ
ÜUù
ö
¶Ý 
¬f¬
v
$
¬

õ
¿G?
ö
¶Q$ðP
¬
jYyOSO
õ
´
¬
v
ö
® À7  ¾ª

¬
­
j
ß
? \g
§
S
¦ª©
£gy
ß
ÜU´ ìy jP$P Ug\ ¿RÀ
j f
2(g
ãâ!-%*B4è+%(h-)	Bã:ﬁ@â4)-h!f
2
S
gi
ªâväﬀ'-f(F
V-gﬀj
âvçªè
5
ákB2æ
çlH/ -Kmﬀn v $y«ª\
§
\ $
f
2g
ãâ-!%*B4vè+%4(h-)+B;ãJﬁ@â)hﬀf
2
S
g*5
)o+B%e!fF
V*g
çâ!2æ
f4..-.pﬁ%á¥å*B2æﬀ:ﬁ9
ã( v gPO«vP,S® m vy j
¥«ª\
§
vj £g 
­
g£g\
§
\ ¤vO
§
­
¶ vy
©
f
2g
ãâ-!%*B4vè+%4(h-)+B;ãJﬁ@â)hﬀf
2
S
gi

âä'ºySS£O 
­
; 
Ä$S[I
¬

¬h¦
P
ß
?T®
4.2. Access Control Lists
´ﬁ¾S
§
£gjvTv$Û
µ
¿R
õ
¹R
¦
@Sg«ª\ 
¬
 £Oyy
ö
m¹RPjªv
¬

­y­
jy¤lPPg£gÄ¥P£g
ß
?7M£O
§
gP,W£g$UgPO«vSM
©
@
£g
¬
jPv
£gOvjjS
¦ª©
U@P£$yjP,,,y\Pv
P ;gNPv
£gOv
\@£O
õ
À7¿Rúm
ö
jﬀg
¬
jjvI%vgyjv[£O£g$\=Ü 0£O
§
#£
§
g
SO O
¦
;W
¦
«vv¶
$
¬
S;£OP£gyUvPPSOPv
£gOv
õ
ﬁDçæﬀﬂﬀ%-%!-
ö
Ä$;
§
gS
¦ª©
À
­
v,y®
ëx £g$ª$ø$2«ó $£
§
,Á$SOvO,y\Pv³0£O
§
#£
§
g
¬
ªyPjSð£gS
µﬁ©
£gyM 
¬

§
j ,v@£g
§
 £
§
Ov® ¯_
%v £ﬀjQ¿MjvgS$
¬

§
jSxvgÚ\g
µ©
£gy
¬

§
jSS®
¿MjvgS$
­
j ;7y
¦
£g,
©
OS@£gOj £gjv$vx£gyW
­
£g
»£OyjðyjP,,,
©
¶
¦y§
£÷ 
­
£O v»£0¹M ví£OyOP
S«vSjî\
¬

0£í 
¬f¬
¶º® ¤¥® á)â
ã':ﬁ%á	æ
ç$â
ã÷v
á)âã(':ﬁ/-Pvá)âã('Eﬁ%á+væçyâ
ã$®
À7À7¿Rú± $@\@£ﬁ?fP«
§
£gjvfv,Pﬁ
­
S Ä¥S£gjv
õ
vj¹d¶yP
©
vkS
©
¶¥vj¹
ö
vj¹RS
¦ª©
Q\@£7
ß
?
j¹RS¶¤vO
§
­
Uvj¹RS?¶
ß
?7hPyjS°v$ê¤vO
§
­
>P
yjSfvS SOS®mÀ
ß
? ¤vO
§
­
¤v,
£g;hP ;g£O>Uyj¤v$P
S«vS
¬
 £Oy
§
£O
¬
£OjSj
©
$vS ;gN£Oldj¹RPﬁjP«P
¬
 £g$ª¶
§
yjSOd
­
; Ä¥Pv
©
Sy;é£>£gyWj¹MS>S«vP.¶
$ê\TSy;°£d£g$Wy¤yPhS«vP
§
y;ghj¹RSê£h
q)Ór(¨ËIÐsQËOÖ0Õ(`×fÏÎ#teËuÓPØZvﬃË;Ù
w
r4xDË,ÔOÖ Æ)ÇﬃËy¨× zÓﬃÉ
Ë
{|U} |[~}ﬃ[~ }ﬃT/E99ﬃ|[
9ﬃ9|[ﬃyŁ 9U9}|9ﬃŁ[e|[~ﬃﬃ9[U9|[99U9ﬃﬃ9|TﬃT{TU
9U9}|9ﬃŁ[e|[~ﬃﬃ9[U9|[99U9ﬃUﬃﬃU|[
9ﬃ9|[U~|T9yŁ U/bU
U/U9 9
}ﬃ[pﬃŁ 9Uﬃ|ﬃU}[9y99T[ﬃŁ99¡ﬃŁUUUﬃ9U}p¡9¡U|[9ﬃ
}ﬃ[^U~|[9yŁ ¡T~ﬃ¡[¢[~Ł
{|U}4£{[U |[~}ﬃ[~ }ﬃT/E99ﬃ|[
9ﬃ9|[ﬃyŁ
9ﬃ9|[U~|T9yŁ U/bUec9[ﬃ¡T
U/bUe£¤ﬃ¥
}ﬃ[pﬃŁ 9U99[ﬃ¡T9Tﬃ99U 9UﬃUﬃ}G[
}ﬃ[^U~|[9yŁ
j¹RPwS«vS8®w$TÀ7¿RúÚ
­
SP¨Ä¥S£O\w£OyPO g>P«v
§

£g;O
¬
£Oydj¹M;0£k
­$­
\P
¦
jUjP«P)£Ol£Oydyj¤vy;0£;®
À7S Ojy¤[£Ox£g$Y ¾y
¬
­
YÀ7¿Rúhj5
¦
j¯#¶¹IyS
£Oy
¬
 £g$ª±á)â
ãJﬁá+æ
çe\>ª«vv;?¶)£g$@; v¥ﬀÀ7¿Rúj

­y­
j;?¶
¦y§
£¹IySY
©
£g$P
¬
P£gyWj
¬
ª
§
wá)âãhj
jª«vvS¶£Oy>Ä$,0£kÀ7¿Rú°\I
­y­
jS?®
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7. Scalability, failover, clustering
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Appendix: Ternary trees
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